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Avenda Linux Network Access Protection (NAP) Agent

( Linux OS ) Overview
(Desktop/Server) Avenda Linux NAP Agent extends Network Access Protection technology to
AvEria AR AOEt _network cllen_ts running the Linux oper_atlng system. Through a simple user
interface available as an add-on to Microsoft Network Policy Server (NPS),
administrators can configure health policies for Linux clients. The Linux NAP
Avenda Linux Agent monitors and reports the status of different client services, firewall status,
Cl Sk ) firewall ports and anti-virus status. Depending on the health of the client, network

access may be fully granted or restricted. The agent can also be configured to
auto-remediate a quarantined host.

Avenda 802.1x
EC Software Components

(wired/wireless) v Avenda Linux NAP Agent with 802.1x supplicant and Avenda System

= — Health Agent (SHA).

v" Avenda Linux NAP Agent System Health Validator (SHV), installable as
an add-on to Microsoft Network Policy Server (NPS).

802.1x
(EAP-PEAP )

NAP Enforcement Method
v 802.1x

AEIREE R Full Support for NAP Authentication Methods
v' PEAPVO (EAP-MSCHAPV2)
v' PEAPVO (EAP'TLS) [5] Avenda Linux Universal System Health Validator ]

v EAP‘TLS Services  Firewall |Antmin.|5|

¥ Afirewal is enabled for all network connections

Comprehensive Health Checks :Ppn:g‘mp [z
v Firewall Status — Verify firewall status with auto- e e CEEEE
remediation' ™ Block allthe other ports
v" Firewall ports — Check status of open or blocked o
TCP/UDP ports and auto-remediate. e
v' Service Status — Check for different services
running on the System and auto-remediate by E:;THQP;:; sz;ﬁ:r:?ecmedas comma separated values or in bulk by specfying stating and
Startlng or Stopplng Ser\nces ;{o}:}eﬂ‘xa‘r}gﬂ%e.tuupenurb\ocktheporlsfmmmngeSDi}DtuBDﬂﬂyuucanspecifythemas
v"AntiVirus Status — Ensure anti-virus software is I8 e ook et A i 00 o et e A
up-to-date and auto-remediate (For current list of
supported Anti-Virus products, send email to
asknap@avendasys.com).
Support for Popular Enterprise Linux Distributions
v Redhat Enterprise Linux 5 and above e
v CentOS 5 and above our system is nol comliant wih the corporate policy. Please visil hitp.//iupiter.us.zvendasys.com for updaes
v" Fedora Core 6 and above — b o —
v' SUSE Linux 10.x

For a 30-day free trial, go to http://www.avendasys.com/html/evalRegForm.shtml.
For pricing information, send email to sales@avendasys.com.

Product Information: Avenda Systems, Inc. Avenda Systems India Pvt. Ltd.

http://www.avendasys.com/nap 2855 Kifer Rd, Suite 102 #797, 3rd Floor, Annapoorna
Santa Clara, California 95051 USA 10th Main, Jayanagar 4th Block

NAP Questions: asknap@avendasys.com Tel: +1 408.748.1993 Bangalore 560011 India

Sales Inquiries: sales@avendasys.com Fax: +1 408.748.1997 Tel: +91 80.4153.0876/77/78

Fax: +91 80.4153.0879

Copyright © 2005-2008 Avenda Systems, Inc. All rights reserved. eTIPS™ and End-to-End Trust and Identity Platform™ are trademarks of Avenda Systems, Inc. All other
brands or trademarks are the property of their respective holders. Contact Avenda Systems, Inc. for complete specifications and other product related information.



